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Createspace Independent Publishing Platform, 2011. Paperback. Condition: New. Language: English . Brand
New Book ***** Print on Demand *****.NIST SP 800-128 August 2011 An information system is typically in a
constant state of change in response to new, enhanced, corrected, or updated hardware and software
capabilities, patches for correcting software flaws and other errors to existing components, new security
threats, changing business functions, etc. Implementing information system changes almost always results in
some adjustment to the system configuration. To ensure that the required adjustments to the system
configuration do not adversely affect the security of the information system or the organization from
operation of the information system, a well-defined configuration management process that integrates
information security is needed. Organizations apply configuration management (CM) for establishing baselines
and for tracking, controlling, and managing many aspects of business development and operation (e.g.,
products, services, manufacturing, business processes, and information technology). Organizations with a
robust and effective CM process need to consider information security implications with respect to the
development and operation of information systems including hardware, software, applications, and
documentation. Effective CM of information systems requires the integration of the management of secure
configurations into the organizational CM process or processes. For this reason, this document assumes that
information security is an integral part of an organization s overall CM process; however, the focus of this
document is on implementation of the information system security aspects of CM, and as such the term
security-focused configuration management (SecCM) is used to emphasize the concentration on information
security. Though both IT business application functions and security-focused practices are expected to be
integrated as a single process, SecCM in this context is defined as the management and control of
configurations for information systems to enable security and facilitate the management of information
security risk. Why...
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